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AN ARCHITECTURE FOR DETECTING
INFORMATION TECHNOLOGY INFRASTRUCTURE
POLICY VIOLATIONS IN A CLOUD ENVIRONMENT

Organizations are increasingly aware of the business value that cloud computing brings and are taking steps
towards transition to the cloud.Many organizations consider the deployment of different types of protection
systems to curb the various malicious activities.Despite the use of protection systems to detect any malicious
activities,some users still find ways to violate some of the laid down IT infrastructure AUPs.Many cloud secu-
rity research focus on enforcing standard access control policies typical of centralized systems,such policies
often prove inadequate.Developing an architecture would assist network administrators to automatically de-
tect IT infrastructure policy violation in a cloud environment.Deploying Intrusion detection and prevention
systemwhich is an integrated model that consists of two techniques(AD) and(SD) is used.An architecture uses
software agents as its core components to collect evidence across cloud environment.Whenever any user is
in the cloud environment and doing anything regarded as unacceptable,it automatically blocks the site.The
objectives that guided this research included,establishing the level of awareness of cloud environment pol-
icy,determine technical and non-technical causes of policy violation in the cloud environment,explore mech-
anisms to enable self-protection of the cloud infrastructure and develop an architecture to detect and identify
an attack in the real time traffic.Descriptive research which involved developing research questions based
on existing theory, and design Science Research methodology was used to detect and identify an attack in
the real time.The architecture captured any policy violation in the cloud environment when using any IT
infrastructure.Stratified sampling technique was used to get 132 respondents out of a population of 467.The
research data was collected using questionnaires as the main research instrument of the study.Collected data
was coded and analyzed using statistical package for social sciences (SPSS) in order to draw out conclusions
and recommendations based on the research objectives and findings of the study.
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