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ABSTRACT
The need by staff and students to use smart mobile devices in university network is indisputable. This is because they help them to work and study more effectively as well as achieve better work-life balance. However smart mobile devices pose a security challenge as they continue to expand the corporate network unchecked thus increasing the attack surface. The purpose of this study is to develop a web-based threat matrix that computes likelihood of threat attack. The matrix indicates risk exposure levels and provide recommendations that maximize the protection of confidentiality, integrity and availability of university data while still providing functionality and usability of smart mobile devices.

Introduction
A university local area network comprise of interconnected key departments and other offices within a university campus or campuses. Computers and other smart mobile devices use LAN connection to share resources such as a printer or network storage. The nodes are usually interconnected either through wired or wireless means. Smart mobile devices (SMD) refers to any physical object associated with computing resources and is capable of transmitting data to other similar objects either through physical transmission medium and logical protocols or with human through the device user interface (Somayya & Hema, 2016). BYOD (Bring Your Own Device) is a technology, concept or strategy for employees and in this case students prefer working with their personal smart mobile devices such as smart phones, tablet PCs and laptop computers to access corporate internal resources such as database and applications.
The use of smart mobile devices in a corporate network has introduced the need manage and control devices and data not only in an IT department inside a company but also by individual users. Hence security policies should be focused on both user-centered security policies and devices-centered security policies. With the advent of BYOD it has become necessary to supervise not only a specific point of access but also all points of access to corporate network.
To enhance the benefits brought about by use of smart mobile devices in a corporate environment security issues must be addressed. According to Miller, Voas and Hurlburt (2012) smart mobile devices contain a wealth of personal information which may be mixed with corporate information stored on the same device. This creates the need to control access to these devices to protect the privacy of information.  When both organization and personal information coexist in one device, it becomes a challenge to find a balance between security control for organization’s data and privacy of personal data (Ghosh, Gajar & Rai, 2013). 
Problem statement
Despite of the fact that use of smart mobile devices increases convenience and efficiency of work and study, they pose a security challenge as they continue to expand the corporate network unchecked thus increasing the attack surface. One of the major reasons for increased security threats is the concern of managing disparate smart mobile devices which are heterogeneous.
In an environment where bring your own device (BYOD) policy is encouraged, it is important to consider a flexible security policy that accommodates the numerous types of terminals and their diverse use. This can easily be done if there is a threat assessment tool that can inform the level of exposure to attack and hence provide some policy review advisory notes or guideline. In addition such a tool can help to provide guidelines on technical security mechanisms or otherwise to aid in enforcing the security policy. This is the sole purpose of this study.
Research objective
(i) To develop a threat matrix  to compute likelihood of threat attack on a university network and provide security requirements based on the computed likelihood of attack
Research Question
(i) How can a threat matrix that computes likelihood of threat attack be developed?
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2.1 Smart mobile Devices Security Threats
(Goguen & Fringa, 2002) define threat as the likelihood of a particular threat-source to exercise vulnerability or a weakness that can be accidentally triggered or intentionally exploited. Computing devices connect to the Internet in a variety of ways such as wirelessly using a Wi-Fi card and a wireless internet connection or hotspot, through a broadband connection such as third generation (3G) or fourth generation (4G) wireless connections provided by a cellular network, or by tethering using a cellphone as a modem (Pinola, 2012).
The benefits of using smart mobile devices also come with various cyber security threats and vulnerabilities. These vulnerabilities can be related to the hardware of the device, the internet connections (Bluetooth or wireless), installed applications, stored data and information transfer. Threats can be rated as low, medium or high depending on the likelihood to occur and the impact to the user (Bosworth, Kabay & Whyne, 2009). 
Malware threats include viruses, Trojans, worms, spyware and other malicious software which severely degrades and destroy computer’s operating system. Most malware target laptops but threats against mobile phones have also increased recently (Friedman & Hoffman, 2008). Smart mobile devices with activated Bluetooth and set to discoverable mode are vulnerable to bluesnarfing attacks (Blue jacking Tools, 2012).  
2.2 Security Requirement for Smart Mobile Devices
Employers need to consider this risk when drafting security policies to ensure the rules on the use or prohibition of personal devices for company purposes are spelled out.  Hardware and software of the device should be known to the employer and employees they are also required to follow minimal secure practices on their devices before accessing company websites or e-mail (NZ Business, 2011). 
It is hard to prevent theft or loss of devices, but the loss of data can be minimized by encrypting the information on the device, requiring a password, biometrics, or an access key to use and configuring the device to erase data after a number of failed logon attempts.  The cost of these mitigations is minimal since most operating systems offer password protection and biometric systems are also relatively inexpensive (Milligan & Hutcheson, 2008).
Another option is to install software that allows remote wipe of the data such as Lojack for laptops and Sophos for smartphones (Barcelo, 2011).  Users may not want to take the extra steps in logging on to their devices but the pay-off is rewarding if the device is lost or stolen.
Although some phishing attacks may be hard to recognize, the best prevention strategies are to read e-mail carefully to ensure it is from a reputable source, look for grammatical errors and avoid opening attachments unless their receipt is expected (Newman, 2011).
2.3 Security Solutions for Smart Mobile Devices
According to (Antonio, 2012) there exists two main ways of addressing security concerns in a BYOD environment, this include access control where people are at the center and device control where devices are at the center. The research identifies three different security approaches that can be used to control smart mobile devices. Mobile Device Management (MDM) provides support to full device control through software solutions that companies can use to control, lock down, enforce policies and encrypt mobile devices. Mobile Application Management (MAM) according to this research acts like MDM but it is only applied to specific applications on a device. MAM can enable IT security personnel to control and secure specific corporate applications and leave the rest of the things contained on a smart mobile device to the user. Mobile Information Management (MIM) on the other hand allow files and documents synchronization across different devices to manage security.
Network Access Control (NAC) is a security framework which limits the number of connected devices while determining permissions and denying unrecognized devices access to a company's internal network (Downer & Bhattacharya, 2015). According to this research, NAC is useful in ensuring that likelihood of data leakage, infection of malware and other related attacks are avoided or minimized. 
Desktop virtualization is a type of security framework which enables desktop computers, virtual machines of servers to host sessions for remotely located smart mobile devices (Downer & Bhattacharya, 2015). These models centralize resources, data as well as security management. This reduces or eliminates the need to transmit data onto smart mobile devices and hence reduces the likelihood of data leakage.
Containerization is used as a security framework to partition smart mobile device storage into different independent sections which separates personal data from work data (Rhodes, 2013). Each section has its own security policies and allows remote access for company control without affecting personal data.
Remote wiping is a reactive solution which is triggered when a device is lost or stolen or when the owner leaves the company (Downer & Bhattacharya, 2015). This is done by removing all company applications and data contained in the smart mobile device. Some MDM and MAM solutions already contain remote wiping procedures.
2.4 Research Gap
From the security solution for smart mobile devices presented in section 2.3 above, none of them integrates a threat assessment as part of their proposed solution. Before designing and deploying smart mobile device security solutions, it would be prudent to assess the security status in order to implement the most suitable solution. However there seems to be no tool designed to assess risks and threats brought about by use of smart mobile devices before proposing a solution.  
Using ISO 27001best practices as benchmark framework, the researcher aimed at designing a matrix with a more comprehensive approach that comprised five of the domains of ISO 27001. This includes; information security policy, asset management, access control, operations security and communications security.
The developed security matrix will act as a risk assessment tool to determine likelihood of attack from various threats introduced to university network through use of smart mobile devices. After submitting the assessment questions included in the matrix, feasible threats and vulnerabilities will be identified. The computed likelihood of attack information will help the university determine the security controls that need to be improved or to be added to the network.
3. METHODOLOGY
3.1 Matrix implementation and discussion
The matrix which is in the form of a web-based model is developed using rapid prototyping approach which will enable testing and evaluation at an early stage. The matrix will have various module including; user registration module to allow new users to register in order to access other system functionalities. User login module to allow only authorized users to access the system functionalities after submitting the correct credentials. Assessment module to allow users to answer the assessment questions; the results are then submitted to the database and are used to compute the likelihood of attack. Reports module to allow users to view their scores and recommendations of the submitted assessment.

3.2 System Design and Testing
A logical design of the STM web-based model is presented in this section. It is comprised of several sections to expound on the system design and testing. Figures 1 to 6 presents flowcharts for the system.
3.2.1User Registration 
This is the first section of the STM model where every user is expected to register in-order access the system. Personal details such as user name, email address, name of organization, user category and password are required in this interface. Figure 1 below provides flowchart of the registration process while figure 2 provides the graphical user interface of the registration module.
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Figure 1. Registration Process Flowchart
Source: Researcher (2018)
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[bookmark: _Toc497780830][bookmark: _Toc526116754]Figure 2: Registration Process GUI
Source: Researcher (2018)
3.2.2 Login Module
In this module, user sessions and logins are managed. When a user attempts to login, this module refers to the users’ table in the database to determine if the user is registered or not and whether the user has provided the correct password. Figure 3 below shows a flowchart representing the logic of the login system whereas figure 4 presents a graphical user interface of the login system.
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Source: Researcher (2018)
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Source: Researcher (2018)
3.2.3 Threat Assessment Module
This is a self-assessment module for staff and students in which the system displays questions which are retrieved from the database and has five choices to allow the user to select their preferred choice. Once the user has completed the assessment they are allowed to submit the results in the database from which the likelihood of attack is computed. Figure 5 below shows a flowchart presentation of the assessment logic whereas figure 6 is the presentation of the graphical user interface of the risk assessment module.
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Source: Researcher (2018)
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Source: Researcher (2018)

3.2.4 Likelihood of Attack Assessment Module 
This module computes likelihood of threat attack depending on the scores obtained from the submitted assessments. Likelihood of attack was computed as a function weight derived from chapter 4 of this document as demonstrated below;
Likelihood of Attack =5.233 + (-0.084*Information Security Policy) + (0.199*Asset Management) + (-0.003*Access Control) + (-0.101*Operations Security) + (-0.530*Communications Security) + 0.335.
[bookmark: _Toc526116812]Equation 1: Likelihood of Attack Equation
Source: Researcher (2018)
A threat is very likely to attack the university network if the user scores 1 for all the 45 assessment questions. Similarly a threat is very unlikely to attack if the user scores 5 for all the assessment questions. Possible likelihood of attack is achieved is the user scores 3 in every assessment question. Figure 6 shows a flowchart presentation of likelihood of attack computation and figure 8 displays its GUI representation.
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[bookmark: _Toc526116759]Figure 7: Likelihood of Attack Computation
Source: Researcher (2018)
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[bookmark: _Toc526116760]Figure 8: Threat Matrix GUI
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3.2.5 Recommendations Component
Based on the user or professional assessments, this module suggests a number of recommendations necessary to mitigate threats resulting from use of smart mobile devices. This module filters the recommendations for all the questions whose user assessment scores goes below the threshold and allows the user to download the recommendations in printable document format (pdf). The figures 9 and 10 shows logic flowchart and GUI presentations respectively.
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Source: Researcher (2018)
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Source: Researcher (2018)
3.2.5 Proof of Concept
The STM system prototype was developed as a proof of concept using MySQL as the database engine and PHP as server side-scripting language. Bootstrap 4 which is a framework of CSS was used to style user interface for the purpose of user interaction with the system. phpStorm was used as program editor to write and test the code. Apache web server assisted in running the application locally. The application was later deployed online and is accessible through www.irenewanja.com  

4. CONCLUSION
The study sought to assess security threats introduce to the university information systems and data through use of smart mobile devices. A Threat Matrix which was a web-based model was developed to show levels of likelihood of attack for various threats that were found to be common. This assisted in determining the security gap that needed to be addressed to enhance security of the university network. The matrix also provided recommendations on security requirements that were needed to improve the security status of the university network.
4.1 Suggestions for Further Research
4.1.1 Likelihood of Attack versus Impact Assessment
The main purpose of the developed Threat Matrix was to determine the possibility of threat attack to the university network. To advance the system operations, further research on how to compute the impact created by the threat in the event that it succeeds in launching the attack. This would help the university ICT security experts to prioritize on the risks that have high impact while employing the countermeasures. 
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Prof Assessment 2 information Securiy 2 People must be aware of Information Security Policy, the policy must be readable and understandable and should be enforced within ||
Policy the organisation to all users.
Help » |3 Information Security 2 ‘Smart mobile devices face the risk of loss, theft or being exploited by malicious users. Having a Mobile Device Policy will help o protect
Policy the University network and information systems.
RIS 2 st Management 0 An asset inventory should be maintained within the university database to uniquely identify the asset in case it is lost or stolen
12 AssetManagement 0 ‘Smart mobile devices should be locked with a passcode when not being used or when left idle for a long time to prevent loss of private:
information stored on the device.
13 AssetManagement 0 When a smart device is compromised, the university security policy should clearly outiine the reporting procedures to prevent spread
to other devices.
14 Access Control 0 Authentication process is a way of confirming that a device has been pre-approved by the university ICT department to connect to the
corporate network
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